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LAB 18: CISCO SWITCH IOS
This lab covers the fundamental IOS commands used to configure and manage Cisco Catalyst switches. Topics include accessing the switch CLI, verifying system information, configuring passwords, managing interfaces, and enabling secure remote access via SSH.

18.1 – Logging In to the Switch
When Catalyst switches are configured from the CLI, the Cisco IOS Software provides a CLI called the EXEC. For security, the EXEC has two levels of access:
1. User Mode – Checks switch status using basic show commands.
1. Privileged Mode (Enable Mode) – Changes configuration; requires the enable password.

Step 1: Enter privileged EXEC mode on the switch
1. Connect to the switch via console cable. You will see the user mode prompt.
1. Type enable to enter privileged mode. If a password is configured, enter it when prompted.
1. Observe the prompt changes from > to # confirming privileged mode access.

Figure: Switch login – entering privileged mode
[image: ]

18.2 – Lab Exercise 1: Introduction to Switch
A basic exercise to get familiar with the different commands related to a Cisco switch.
Objective:
Connect to the switch, verify IOS version, inspect interfaces, and display the running configuration.
Step-by-Step Instructions:
1. Connect to switch LA-2950 and confirm the user mode prompt appears.
1. Enter privileged mode using the enable command (Password: CCNA).
1. Issue the show version command to display IOS version and hardware details.
1. Issue the show interfaces command to display all interface statistics.
1. Issue the show running-config command to display the active configuration.

Commands Executed:
	LA-2950>enable
Password:CCNA
LA-2950#show version
LA-2950#show interfaces
LA-2950#show running-config



Figure: show version – displays IOS version, hardware, uptime, and memory
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Figure: show running-config – displays the active running configuration
[image: ]

Figure: show interfaces – displays statistics and status for all switch interfaces
[image: ]

18.3 – Lab Exercise 2: Switch Console Password Assignment
This exercise explains configuring a console password. The console port provides direct physical access to the switch and must be secured.
Objective:
Set the console password to "consolepass" and enable login requirement on the console line.
Step-by-Step Instructions:
1. Enter privileged EXEC mode using enable.
1. Enter global configuration mode using configure terminal.
1. Navigate to line console 0 configuration using line console 0.
1. Set the console password: password consolepass
1. Enable password checking at login using the login command.
1. Exit back to privileged mode and verify using show running-config.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#line console 0
LA-2950(config-line)#password consolepass
LA-2950(config-line)#login
LA-2950(config-line)#exit
LA-2950(config)#exit
LA-2950#show running-config



Figure: Console password configured – verified in running-config
[image: ]
	NOTE: The login command is mandatory. Without it, the password is set but NOT enforced — anyone can connect to the console without a password.



18.4 – Lab Exercise 3: Switch VTY Password Assignment
VTY (Virtual Teletype) lines enable remote Telnet/SSH access to the switch. Configuring a VTY password secures all remote management sessions.
Objective:
Set the VTY password to "vtypass" on lines 0–15 and enable login.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Enter VTY line configuration for all 16 lines: line vty 0 15
1. Set the VTY password: password vtypass
1. Enable password enforcement: login
1. Exit and verify with show running-config.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#line vty 0 15
LA-2950(config-line)#password vtypass
LA-2950(config-line)#login
LA-2950(config-line)#exit
LA-2950(config)#exit
LA-2950#show running-config



Figure: VTY password assigned – all 16 VTY lines secured with "vtypass"
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18.5 – Lab Exercise 4: Switch Setting Privileged Password
The enable secret command sets an encrypted (MD5-hashed) privileged mode password. This is more secure than enable password because the hash cannot be reversed.
Objective:
Configure enable secret "enabpass" and verify it appears encrypted in the running configuration.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Set the enable secret password: enable secret enabpass
1. Optionally set a plain enable password for older devices: enable password CCNA
1. Exit and verify with show running-config.
1. Observe that enable secret appears as an MD5 hash, while enable password is visible.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#enable secret enabpass
LA-2950(config)#enable password CCNA
LA-2950(config)#exit
LA-2950#show running-config | include enable



Figure: Enable secret stored as MD5 hash – cannot be read from running-config
[image: ]
	NOTE: When both enable secret and enable password are configured, enable secret always takes precedence. The enable password is ignored.



18.6 – Lab Exercise 5: Enable Fast Ethernet Interface on a Switch
By default, some switch interfaces may be administratively shut down. This exercise enables a FastEthernet interface and configures its duplex and speed settings.
Objective:
Enable FastEthernet 0/1 with auto duplex and auto speed, then verify its operational status.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Enter interface configuration for FastEthernet 0/1.
1. Set duplex to auto: duplex auto
1. Set speed to auto: speed auto
1. Enable the interface: no shutdown
1. Observe the IOS messages confirming the interface has come up.
1. Exit and verify with show interfaces fastethernet 0/1.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#interface fastethernet 0/1
LA-2950(config-if)#duplex auto
LA-2950(config-if)#speed auto
LA-2950(config-if)#no shutdown
LA-2950(config-if)#exit
LA-2950#show interfaces fastethernet 0/1



Figure: FastEthernet 0/1 enabled – "up, line protocol is up" confirmed
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18.7 – Lab Exercise 6: Initial Switch Configuration
Performing a complete initial switch configuration is a standard network engineering task. This exercise combines hostname, password, management IP, and default gateway configuration.
Objective:
Configure the switch from factory defaults: set hostname, passwords, management VLAN interface, default gateway, and save configuration.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Set hostname: hostname LA-2950
1. Set enable secret password: enable secret CCNA
1. Configure console password (password: consolepass) with login.
1. Configure VTY password (password: vtypass) on lines 0–15 with login.
1. Configure VLAN 1 interface with IP 10.10.1.2 /24 and enable it (no shutdown).
1. Set default gateway: ip default-gateway 10.10.1.1
1. Save configuration: copy running-config startup-config

Commands Executed:
	Switch>enable
Switch#configure terminal
Switch(config)#hostname LA-2950
LA-2950(config)#enable secret CCNA
LA-2950(config)#line console 0
LA-2950(config-line)#password consolepass
LA-2950(config-line)#login
LA-2950(config-line)#exit
LA-2950(config)#line vty 0 15
LA-2950(config-line)#password vtypass
LA-2950(config-line)#login
LA-2950(config-line)#exit
LA-2950(config)#interface vlan 1
LA-2950(config-if)#ip address 10.10.1.2 255.255.255.0
LA-2950(config-if)#no shutdown
LA-2950(config-if)#exit
LA-2950(config)#ip default-gateway 10.10.1.1
LA-2950(config)#exit
LA-2950#copy running-config startup-config



Figure: Complete initial switch configuration with all settings applied
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18.8 – Lab Exercise 7: Basic Switch Interface Configuration
Configuring switch interfaces with descriptions and specific duplex/speed settings ensures optimal performance and simplifies troubleshooting.
Objective:
Configure FastEthernet 0/1 with a description, full duplex, 100 Mbps speed, and verify interface status.
Step-by-Step Instructions:
1. Enter interface configuration for FastEthernet 0/1.
1. Add a description: description Connected to Workstation WS1
1. Set duplex to full: duplex full
1. Set speed to 100 Mbps: speed 100
1. Enable the interface: no shutdown
1. Verify with show interface status.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#interface fastethernet 0/1
LA-2950(config-if)#description Connected to Workstation WS1
LA-2950(config-if)#duplex full
LA-2950(config-if)#speed 100
LA-2950(config-if)#no shutdown
LA-2950(config-if)#exit
LA-2950#show interface status



Figure: Interface status table showing Fa0/1 connected with full duplex, 100 Mbps
[image: ]

18.9 – Lab Exercise 8: Catalyst 2960S Switch Configuration (SSH)
SSH (Secure Shell) provides encrypted remote management, replacing insecure Telnet. Configuring SSH requires a domain name, RSA key pair, and SSH version 2 setting.
Objective:
Enable SSH version 2 on the Catalyst switch with RSA 1024-bit keys and restrict VTY access to SSH only.
Step-by-Step Instructions:
1. Set the domain name: ip domain-name cisco.com
1. Generate RSA keys with 1024-bit modulus: crypto key generate rsa modulus 1024
1. Enable SSH version 2: ip ssh version 2
1. Create a local user account with privilege level 15.
1. Configure VTY lines to accept only SSH: transport input ssh
1. Set VTY login to use local user database: login local
1. Verify SSH status with show ip ssh.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#ip domain-name cisco.com
LA-2950(config)#crypto key generate rsa modulus 1024
LA-2950(config)#ip ssh version 2
LA-2950(config)#ip ssh authentication-retries 3
LA-2950(config)#username admin privilege 15 secret adminpass
LA-2950(config)#line vty 0 15
LA-2950(config-line)#transport input ssh
LA-2950(config-line)#login local
LA-2950(config-line)#exit
LA-2950#show ip ssh



Figure: SSH version 2 enabled and verified on LA-2950
[image: ]
	NOTE: The RSA keys must be generated before SSH can be activated. The domain name is required as it forms part of the RSA key identifier (hostname.domainname).




LAB 19: EXERCISES ON SPANNING TREE PROTOCOL (STP)
Spanning Tree Protocol (STP – IEEE 802.1D) prevents Layer 2 switching loops by placing redundant switch ports into a blocking state. STP elects a Root Bridge and builds a loop-free logical topology. All exercises use switch LA-2950.

19.1 – Lab Exercise 1: Enabling STP
STP is enabled by default on all Cisco Catalyst switches. This exercise demonstrates how to explicitly enable or disable STP on a specific VLAN.
Objective:
Enable STP on VLAN 1, then disable it, then re-enable it. Verify the STP state using show spanning-tree.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Enable STP on VLAN 1: spanning-tree vlan 1
1. Disable STP on VLAN 1: no spanning-tree vlan 1
1. Re-enable STP on VLAN 1: spanning-tree vlan 1
1. Exit configuration mode.
1. Verify STP state: show spanning-tree vlan 1

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#spanning-tree vlan 1
LA-2950(config)#no spanning-tree vlan 1
LA-2950(config)#spanning-tree vlan 1
LA-2950(config)#exit
LA-2950#show spanning-tree vlan 1



Figure: STP enabled on VLAN 1 – bridge is root, ports in forwarding state (FWD)
[image: ]
	NOTE: Disabling STP on active VLANs with redundant links will cause broadcast storms and network loops. Only disable STP on ports configured with PortFast + BPDU Guard.



19.2 – Lab Exercise 2: Configuring Root Switch
The Root Bridge is the reference point for all STP path calculations. The switch with the lowest Bridge Priority becomes the Root Bridge. If priorities are equal, the switch with the lowest MAC address wins.
Objective:
Configure LA-2950 as the root bridge for VLAN 1 using the spanning-tree root primary command.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Set the switch as root bridge for VLAN 1: spanning-tree vlan 1 root primary
1. IOS automatically sets the priority to 24576 (lower than default 32768).
1. Exit configuration mode.
1. Verify with: show spanning-tree vlan 1
1. Confirm the output shows "This bridge is the root".

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#spanning-tree vlan 1 root primary
LA-2950(config)#exit
LA-2950#show spanning-tree vlan 1



Figure: LA-2950 confirmed as Root Bridge – priority 24577, all ports Designated/FWD
[image: ]

19.3 – Lab Exercise 3: Configuring Port Priority
Port priority influences which port a downstream switch will select as its Root Port when there are equal-cost paths. Lower port priority value = higher priority (more likely to be selected).
Objective:
Change the STP port priority on FastEthernet 0/1 from the default 128 to 64.
Step-by-Step Instructions:
1. Enter interface configuration for FastEthernet 0/1.
1. Set port priority to 64 for VLAN 1: spanning-tree vlan 1 port-priority 64
1. Exit interface and global configuration.
1. Verify: show spanning-tree interface fastethernet 0/1
1. Observe the Prio.Nbr column shows 64.1 instead of the default 128.1.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#interface fastethernet 0/1
LA-2950(config-if)#spanning-tree vlan 1 port-priority 64
LA-2950(config-if)#exit
LA-2950(config)#exit
LA-2950#show spanning-tree interface fastethernet 0/1
LA-2950#show spanning-tree vlan 1



Figure: Port priority changed to 64 on Fa0/1 – Prio.Nbr shows 64.1
[image: ]

19.4 – Lab Exercise 4: Configuring Switch Priority of a VLAN
The bridge priority determines whether a switch becomes the Root Bridge. Lower priority = higher chance of becoming root. Values must be multiples of 4096 (0–61440), default is 32768.
Objective:
Set the bridge priority for VLAN 1 to 4096, making LA-2950 the most likely root bridge.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Set VLAN 1 priority to 4096: spanning-tree vlan 1 priority 4096
1. Exit configuration mode.
1. Verify: show spanning-tree vlan 1
1. Observe the Bridge ID Priority field shows 4097 (4096 + 1 for VLAN sys-id-ext).

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#spanning-tree vlan 1 priority 4096
LA-2950(config)#exit
LA-2950#show spanning-tree vlan 1



Figure: Bridge priority set to 4097 (4096+1) for VLAN 1 – switch is root bridge
[image: ]
	NOTE: Priority must be set in exact multiples of 4096. Entering any other value will produce an error: "% Bridge Priority must be in increments of 4096."



19.5 – Lab Exercise 5: Configuring STP Timers
STP uses three timers to control topology changes. These should only be modified on the Root Bridge, as the timers propagate to all switches via BPDUs.
Timer Reference:
	Timer
	Default
	Valid Range
	Set Value

	Hello Time
	2 sec
	1–10 sec
	3 sec

	Max Age
	20 sec
	6–40 sec
	25 sec

	Forward Delay
	15 sec
	4–30 sec
	18 sec



Step-by-Step Instructions:
1. Enter global configuration mode.
1. Set Hello Time to 3 seconds: spanning-tree vlan 1 hello-time 3
1. Set Max Age to 25 seconds: spanning-tree vlan 1 max-age 25
1. Set Forward Delay to 18 seconds: spanning-tree vlan 1 forward-time 18
1. Exit and verify: show spanning-tree vlan 1

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#spanning-tree vlan 1 hello-time 3
LA-2950(config)#spanning-tree vlan 1 max-age 25
LA-2950(config)#spanning-tree vlan 1 forward-time 18
LA-2950(config)#exit
LA-2950#show spanning-tree vlan 1



Figure: STP timers modified – Hello Time 3s, Max Age 25s, Forward Delay 18s confirmed
[image: ]

19.6 – Lab Exercise 6: Verifying STP
Multiple show commands are used to verify and troubleshoot STP. This exercise demonstrates a comprehensive verification of STP state across the switch.
Objective:
Use show spanning-tree commands to verify port roles, port states, root bridge identity, and bridge timers.
Step-by-Step Instructions:
1. Issue show spanning-tree to view overall STP status for all VLANs.
1. Issue show spanning-tree vlan 1 for detailed VLAN 1 STP information.
1. Issue show spanning-tree detail for extended interface-level STP details.
1. Issue show spanning-tree summary to see which VLANs have STP active.
1. Review port roles: Root Port (RP), Designated Port (Desg), Alternate Port (Altn).
1. Review port states: FWD (Forwarding), BLK (Blocking), LRN (Learning).

Commands Executed:
	LA-2950>enable
LA-2950#show spanning-tree
LA-2950#show spanning-tree vlan 1
LA-2950#show spanning-tree detail
LA-2950#show spanning-tree summary
LA-2950#show spanning-tree interface fastethernet 0/1



Figure: Full STP verification – root bridge status, port roles (Desg), and forwarding states (FWD)
[image: ]


LAB 20: EXERCISES ON SWITCH CONFIGURATION AND VLAN
This lab covers VLAN creation and assignment, port security, trunk configuration, VTP (VLAN Trunking Protocol), troubleshooting, and inter-VLAN routing using the Router-on-a-Stick technique.

20.1 – Lab Exercise 1: Basic Switch IP Configuration
To manage a Cisco switch remotely, it requires an IP address assigned to the management VLAN (typically VLAN 1) and a default gateway to reach devices on other networks.
Objective:
Assign IP address 10.10.1.2/24 to VLAN 1 on LA-2950, set default gateway 10.10.1.1, and verify.
Step-by-Step Instructions:
1. Enter global configuration mode.
1. Enter VLAN 1 interface configuration: interface vlan 1
1. Assign IP address: ip address 10.10.1.2 255.255.255.0
1. Enable the VLAN interface: no shutdown
1. Exit interface mode and set default gateway: ip default-gateway 10.10.1.1
1. Verify with: show running-config and show interface vlan 1

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#interface vlan 1
LA-2950(config-if)#ip address 10.10.1.2 255.255.255.0
LA-2950(config-if)#no shutdown
LA-2950(config-if)#exit
LA-2950(config)#ip default-gateway 10.10.1.1
LA-2950(config)#end
LA-2950#show running-config
LA-2950#show interface vlan 1



Figure: VLAN 1 IP 10.10.1.2/24 configured and up – default gateway 10.10.1.1 set
[image: ]

20.2 – Lab Exercise 2: Configure and Verify Port Security on Switch
Port security restricts access to a switch port by limiting the number of MAC addresses allowed and specifying what action to take on a violation.
Port Security Violation Modes:
	Mode
	Action on Violation

	Shutdown (default)
	Port enters err-disabled state; syslog and SNMP trap sent; manual recovery required

	Restrict
	Violating frames dropped; syslog and SNMP trap generated; port stays up; violation counter incremented

	Protect
	Violating frames silently dropped; no notification; port stays up; violation counter NOT incremented



Step-by-Step Instructions:
1. Enter configuration mode and navigate to interface FastEthernet 0/1.
1. Set port to access mode: switchport mode access
1. Enable port security: switchport port-security
1. Set max MAC addresses to 5: switchport port-security maximum 5
1. Set violation mode to shutdown: switchport port-security violation shutdown
1. Configure static MAC address: switchport port-security mac-address 2222.3333.4444
1. Enable sticky MAC learning: switchport port-security mac-address sticky
1. Verify: show port-security and show port-security interface fastethernet 0/1

Commands Executed:
	NY-2960>enable
Password:Cisco
NY-2960#configure terminal
NY-2960(config)#interface fastethernet 0/1
NY-2960(config-if)#switchport mode access
NY-2960(config-if)#switchport port-security
NY-2960(config-if)#switchport port-security maximum 5
NY-2960(config-if)#switchport port-security violation shutdown
NY-2960(config-if)#switchport port-security mac-address 2222.3333.4444
NY-2960(config-if)#switchport port-security mac-address sticky
NY-2960(config-if)#end
NY-2960#show port-security
NY-2960#show port-security interface fastethernet 0/1



Figure: Port security summary – Fa0/1 with MaxSecureAddr=5, violation action=Shutdown
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Figure: Port security interface detail – enabled, secure-up, 5 max MACs, sticky learning active
[image: ]
	NOTE: Port security does NOT work on trunk ports, EtherChannel ports, or SPAN destination ports. Always set switchport mode access before enabling port security.



20.3 – Lab Exercise 3: Troubleshooting a Switch
Systematic troubleshooting uses a combination of show commands to identify and resolve switch problems including interface issues, port security violations, and connectivity failures.
Step-by-Step Troubleshooting Procedure:
1. Issue show interfaces status to see all ports and their operational status at once.
1. Look for err-disabled ports (indicate port security or other violations).
1. Check show mac address-table to verify MAC address learning on ports.
1. Use show cdp neighbors to verify physical connectivity to adjacent devices.
1. Check show log for any system error messages related to interfaces.
1. For err-disabled recovery: issue shutdown then no shutdown on the affected interface.

Troubleshooting Commands:
	LA-2950>enable
LA-2950#show interfaces status
LA-2950#show mac address-table
LA-2950#show mac address-table interface fastethernet 0/1
LA-2950#show arp
LA-2950#show cdp neighbors
LA-2950#show log



Figure: Switch troubleshooting – interface status table with err-disabled port visible
[image: ]

20.4 – Lab Exercise 4: Switch Trunking Configuration
Trunk links carry traffic for multiple VLANs between switches using IEEE 802.1Q encapsulation. Each frame is tagged with a 4-byte VLAN identifier. The native VLAN is sent untagged.
Objective:
Configure FastEthernet 0/14 as an 802.1Q trunk allowing VLANs 1, 10, 20, and 30.
Step-by-Step Instructions:
1. Enter interface configuration for FastEthernet 0/14.
1. Set the port to trunk mode: switchport mode trunk
1. Specify allowed VLANs: switchport trunk allowed vlan 1,10,20,30
1. Set native VLAN: switchport trunk native vlan 1
1. Exit and verify: show interfaces trunk

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#interface fastethernet 0/14
LA-2950(config-if)#switchport mode trunk
LA-2950(config-if)#switchport trunk allowed vlan 1,10,20,30
LA-2950(config-if)#switchport trunk native vlan 1
LA-2950(config-if)#exit
LA-2950(config)#exit
LA-2950#show interfaces trunk



Figure: Trunk formed on Fa0/14 – 802.1q encapsulation, VLANs 1,10,20,30 active on trunk
[image: ]

20.5 – Lab Exercise 5: Creating and Deleting VLANs
VLANs logically segment a switch into separate broadcast domains. Devices in different VLANs cannot communicate without a Layer 3 device (router or Layer 3 switch).
Objective:
Create VLANs 10 (SALES) and 20 (ENGINEERING), assign ports to them, and delete VLAN 30. Verify with show vlan brief.
Step-by-Step Instructions:
1. Enter VLAN configuration: vlan 10, then name SALES
1. Create VLAN 20: vlan 20, then name ENGINEERING
1. Assign FastEthernet 0/3 to VLAN 10 using switchport access vlan 10.
1. Assign FastEthernet 0/4 to VLAN 20 using switchport access vlan 20.
1. Delete VLAN 30 (if it exists): no vlan 30
1. Verify: show vlan brief

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#vlan 10
LA-2950(config-vlan)#name SALES
LA-2950(config-vlan)#exit
LA-2950(config)#vlan 20
LA-2950(config-vlan)#name ENGINEERING
LA-2950(config-vlan)#exit
LA-2950(config)#no vlan 30
LA-2950(config)#interface fastethernet 0/3
LA-2950(config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 10
LA-2950(config-if)#exit
LA-2950(config)#exit
LA-2950#show vlan brief



Figure: show vlan brief – VLANs 10 (SALES) and 20 (ENGINEERING) created with assigned ports
[image: ]

20.6 – Lab Exercise 6: Configuring VTP on a Switch (Server Mode)
VLAN Trunking Protocol (VTP) propagates VLAN configuration from a VTP Server to VTP Clients automatically over trunk links, eliminating the need to configure VLANs on every switch.
VTP Modes:
1. Server – Creates, modifies, deletes VLANs and advertises to clients. Stores VLANs in NVRAM.
1. Client – Receives and forwards VTP advertisements. Cannot create/delete VLANs.
1. Transparent – Passes VTP info without using it. Manages its own independent VLAN database.

Step-by-Step Instructions (VTP Server – LA-2950):
1. Set VTP domain name: vtp domain CCNA_DOMAIN
1. Set VTP mode to server: vtp mode server
1. Set VTP password: vtp password cisco123
1. Enable VTP version 2: vtp version 2
1. Verify: show vtp status

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#vtp domain CCNA_DOMAIN
LA-2950(config)#vtp mode server
LA-2950(config)#vtp password cisco123
LA-2950(config)#vtp version 2
LA-2950(config)#exit
LA-2950#show vtp status
LA-2950#show vtp password



Figure: VTP Server configured – domain CCNA_DOMAIN, mode Server, version 2, config revision 3
[image: ]

20.7 – Lab Exercise 7: Configuring VTP with a VTP Client
A VTP Client switch receives VLAN configuration from the VTP Server automatically. The domain name and password must exactly match the server for VTP advertisements to be accepted.
Objective:
Configure NY-2960 as a VTP Client with domain CCNA_DOMAIN and password cisco123, then verify VLAN propagation.
Step-by-Step Instructions:
1. On NY-2960, set the VTP domain: vtp domain CCNA_DOMAIN
1. Set VTP mode to client: vtp mode client
1. Set the VTP password: vtp password cisco123
1. Ensure the trunk link to LA-2950 is active.
1. Verify VTP status: show vtp status
1. Verify VLANs propagated: show vlan brief

Commands Executed:
	NY-2960>enable
NY-2960#configure terminal
NY-2960(config)#vtp domain CCNA_DOMAIN
NY-2960(config)#vtp mode client
NY-2960(config)#vtp password cisco123
NY-2960(config)#exit
NY-2960#show vtp status
NY-2960#show vlan brief



Figure: VTP Client NY-2960 – VLANs 10 (SALES) and 20 (ENGINEERING) propagated from server
[image: ]
	NOTE: VTP domain names are case-sensitive. "CCNA_DOMAIN" and "ccna_domain" are treated as different domain names.



20.8 – Lab Exercise 8: Troubleshooting Lab with Non-Matching Domains
A common VTP issue is mismatched domain names between server and client, causing VLANs to not propagate. This exercise demonstrates the symptom and resolution.
Scenario:
NY-2960 is configured with domain WRONG_DOMAIN. VLANs 10 and 20 from the server do NOT appear. After correcting the domain to CCNA_DOMAIN, the VLANs propagate successfully.
Step-by-Step Instructions:
1. Simulate the issue: set NY-2960 VTP domain to WRONG_DOMAIN.
1. Observe that VLANs 10 and 20 are not present on NY-2960 (show vlan brief).
1. Identify the mismatch using show vtp status.
1. Fix: change domain to CCNA_DOMAIN on NY-2960.
1. Verify VLANs 10 and 20 now appear after the domain is corrected.

Commands Executed:
	-- Simulating mismatch --
NY-2960(config)#vtp domain WRONG_DOMAIN
NY-2960#show vlan brief   <- VLANs 10,20 missing!

-- Correcting domain --
NY-2960(config)#vtp domain CCNA_DOMAIN
NY-2960#show vtp status
NY-2960#show vlan brief   <- VLANs 10,20 now present



Figure: Domain mismatch causing VLAN loss → corrected to CCNA_DOMAIN → VLANs restored
[image: ]

20.9 – Lab Exercise 9: Troubleshooting Lab with Trunk Functionality
Trunk link issues prevent VLANs from propagating between switches. This exercise identifies a common trunk misconfiguration and demonstrates the resolution.
Scenario:
The trunk link on Fa0/14 is not operational because the port mode is set to "dynamic desirable" instead of trunk. After correcting this, the trunk forms and VLANs propagate.
Step-by-Step Instructions:
1. Check trunk status: show interfaces fastethernet 0/14 switchport
1. Observe "Operational Mode: static access" — trunk is NOT formed.
1. Enter interface configuration for Fa0/14.
1. Set mode to trunk: switchport mode trunk
1. Set native VLAN: switchport trunk native vlan 1
1. Allow all VLANs: switchport trunk allowed vlan all
1. Verify trunk is now operational: show interfaces trunk

Commands Executed:
	LA-2950#show interfaces fastethernet 0/14 switchport
-- Identifies trunk not formed --
LA-2950(config)#interface fastethernet 0/14
LA-2950(config-if)#switchport mode trunk
LA-2950(config-if)#switchport trunk native vlan 1
LA-2950(config-if)#switchport trunk allowed vlan all
LA-2950(config-if)#exit
LA-2950#show interfaces trunk



Figure: Trunk issue identified and resolved – Fa0/14 now shows trunking status
[image: ]

20.10 – Lab Exercise 10: VLANs Scenario
A practical scenario involving two switches with multiple VLANs. Workstations are assigned to VLANs based on department, and inter-switch connectivity is provided via a trunk.
Network Setup:
1. LA-2950: Fa0/3 → VLAN 10 (SALES) | Fa0/8 → VLAN 20 (ENGINEERING) | Fa0/14 → Trunk
1. NY-2960: Fa0/22 → VLAN 10 | Fa0/18 → VLAN 20 | Fa0/14 → Trunk

Step-by-Step Instructions:
1. Create VLANs 10 (SALES) and 20 (ENGINEERING) on LA-2950.
1. Assign Fa0/3 to VLAN 10 and Fa0/8 to VLAN 20 (access mode).
1. Configure Fa0/14 as trunk link to NY-2960.
1. Verify VLAN assignment with show vlan brief.

Commands Executed:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#vlan 10
LA-2950(config-vlan)#name SALES
LA-2950(config-vlan)#exit
LA-2950(config)#vlan 20
LA-2950(config-vlan)#name ENGINEERING
LA-2950(config-vlan)#exit
LA-2950(config)#interface fastethernet 0/3
LA-2950(config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 10
LA-2950(config-if)#exit
LA-2950(config)#interface fastethernet 0/8
LA-2950(config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 20
LA-2950(config-if)#exit
LA-2950(config)#interface fastethernet 0/14
LA-2950(config-if)#switchport mode trunk
LA-2950(config-if)#exit
LA-2950(config)#exit
LA-2950#show vlan brief



Figure: VLAN scenario complete – VLAN 10/SALES on Fa0/3, VLAN 20/ENGINEERING on Fa0/8
[image: ]

20.11 – Lab Exercise 11: VTP (VLAN Trunking Protocol) Scenario
A complete end-to-end VTP scenario: LA-2950 acts as VTP Server, NY-2960 acts as VTP Client. VLANs created on the server are automatically propagated to the client through the trunk link.
Step-by-Step Instructions:
1. On LA-2950: configure VTP domain CCNA, mode server, password cisco.
1. Create VLANs 10 (SALES) and 20 (ENGINEERING) on LA-2950.
1. On NY-2960: configure VTP domain CCNA, mode client, password cisco.
1. Ensure trunk link is active between both switches.
1. Verify on NY-2960 that VLANs 10 and 20 appear automatically.

Commands Executed:
	-- On LA-2950 (VTP Server) --
LA-2950(config)#vtp domain CCNA
LA-2950(config)#vtp mode server
LA-2950(config)#vtp password cisco
LA-2950(config)#vlan 10
LA-2950(config-vlan)#name SALES
LA-2950(config-vlan)#exit
LA-2950(config)#vlan 20
LA-2950(config-vlan)#name ENGINEERING

-- On NY-2960 (VTP Client) --
NY-2960(config)#vtp domain CCNA
NY-2960(config)#vtp mode client
NY-2960(config)#vtp password cisco
NY-2960(config)#exit
NY-2960#show vtp status
NY-2960#show vlan brief



Figure: VTP propagation successful – NY-2960 client learned VLANs 10 and 20 from server
[image: ]

20.12 – Lab Exercise 12: VLANs and Trunking
This exercise integrates VLAN assignment with trunk link configuration, verifying that all VLANs are carried across the trunk and visible on both switches.
Step-by-Step Instructions:
1. Verify VLANs 10 and 20 exist on both switches.
1. Confirm Fa0/14 is configured as trunk on both LA-2950 and NY-2960.
1. Assign access ports on NY-2960 to respective VLANs.
1. Verify trunk carries VLANs 1, 10, and 20: show interfaces trunk
1. Verify VLAN database: show vlan brief

Commands Executed:
	LA-2950#show interfaces trunk
LA-2950#show vlan brief

NY-2960#configure terminal
NY-2960(config)#interface range fastethernet 0/1-5
NY-2960(config-if-range)#switchport mode access
NY-2960(config-if-range)#switchport access vlan 10
NY-2960(config-if-range)#exit
NY-2960#show interfaces trunk
NY-2960#show vlan brief



Figure: Trunk carrying VLANs 1, 10, 20 – all VLANs in forwarding state on Fa0/14
[image: ]

20.13 – Lab Exercise 13: Routing Between VLANs (Router on a Stick)
Devices in different VLANs cannot communicate directly — Layer 3 routing is required. The Router-on-a-Stick method uses a single physical router interface with multiple 802.1Q sub-interfaces to route inter-VLAN traffic.
Network Design:
1. VLAN 10 (SALES): 10.10.1.0/24 – Gateway: 10.10.1.1 (Router Fa0/0.10)
1. VLAN 20 (ENGINEERING): 10.10.2.0/24 – Gateway: 10.10.2.1 (Router Fa0/0.20)
1. Router NY connected to LA-2950 Fa0/1 via trunk link

Step-by-Step Instructions – Router NY:
1. Enable the physical interface (no IP address on it): no shutdown on Fa0/0
1. Create sub-interface 0/0.10: interface fastethernet 0/0.10
1. Set encapsulation: encapsulation dot1q 10
1. Assign IP 10.10.1.1/24 as the VLAN 10 gateway.
1. Create sub-interface 0/0.20: interface fastethernet 0/0.20
1. Set encapsulation: encapsulation dot1q 20
1. Assign IP 10.10.2.1/24 as the VLAN 20 gateway.
1. Verify routing table: show ip route
1. Verify interfaces: show ip interface brief

Step-by-Step Instructions – Switch LA-2950:
1. Configure Fa0/1 as trunk toward the router.
1. Ensure VLANs 10 and 20 are allowed on the trunk.
1. Assign workstation ports to their respective VLANs (access mode).

Commands Executed – Router NY:
	NY>enable
NY#configure terminal
NY(config)#interface fastethernet 0/0
NY(config-if)#no shutdown
NY(config-if)#exit
NY(config)#interface fastethernet 0/0.10
NY(config-subif)#encapsulation dot1q 10
NY(config-subif)#ip address 10.10.1.1 255.255.255.0
NY(config-subif)#exit
NY(config)#interface fastethernet 0/0.20
NY(config-subif)#encapsulation dot1q 20
NY(config-subif)#ip address 10.10.2.1 255.255.255.0
NY(config-subif)#exit
NY(config)#exit
NY#show ip route
NY#show ip interface brief



Commands Executed – Switch LA-2950:
	LA-2950>enable
LA-2950#configure terminal
LA-2950(config)#interface fastethernet 0/1
LA-2950(config-if)#switchport mode trunk
LA-2950(config-if)#exit
LA-2950(config)#interface fastethernet 0/3
LA-2950(config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 10
LA-2950(config-if)#exit
LA-2950(config)#interface fastethernet 0/4
LA-2950(config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 20
LA-2950(config-if)#exit
LA-2950(config)#exit



Figure: Router-on-a-Stick: sub-interfaces up, routing table shows connected routes for both VLANs
[image: ]
	NOTE: The physical interface (Fa0/0) must be "no shutdown" but should have NO IP address. All IP addresses are assigned to sub-interfaces only. The switch trunk port must include both VLANs in the allowed list.
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LA-2950#show version

Cisco Internetwork Operating System Software

105 (tn) C2950 Software (C2050-1604L2-M), Version 12.1(22)EAlea,
RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Conpiled Tue 24-Jul-67 17:13 by antonino

ROM: Bootstrap progran is 2950 boot loader

LA-2950 uptime is 45 minutes
System returned to ROM by power-on
System image file is "flash:c2950-16q412-mz.121-22. EA10a. bin"

cisco WS-C20505X-24 (RC32300) processor (revision LO) with 20957K bytes
of memory.

Processor board ID FOC1018Y288

Last reset from systen-reset

Running Standard Inage

24 FastEthernet/IEEE 802.3 interface(s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

32K bytes of flash-sinulated non-volatile configuration memory.
Base ethernet MAC Address: 00:17:E0:01:7:80
Configuration register is OxF

LA-2050#

Copy.

Paste.

ol
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LA-2950#show running-config
Building configuration...

Current configuration : 1712 bytes

version 12.1

no service pad

service timestanps debug uptine

service timestanps log uptine

service password-encryption

hostname LA-2950

spanning-tree mode pust

no spanning-tree optinize bpdu transmission
spanning-tree extend system-id

interface FastEthernete/1

interface FastEthernete/2

interface Vlanl

ip address 10.10.1.2 255.255.255.0

ip default-gateway 10.10.1.1

end

LA-2050#

Copy.

Paste.

ol
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LA-2950#show interfaces
Vlanl is up, line protocol is up
Hardware is CPU Interface, address is 0017.e091.b780
Internet address is 10.10.1.2/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Loopback not set
ARP type: ARPA, ARP Timeout 04:00:00
FastEtherneto/1 is down, line protocol is down (notconnect)
Hardware is Fast Ethernet, address is 0017.e091.b781
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
Encapsulation ARPA, Loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed, media type is 100BaseTX
FastEthernet0/2 is down, line protocol is down (notconnect)
FastEtherneto/3 is down, line protocol is down (notconnect)

<output omitted for brevity>

LA-2050#

Copy.

Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950(config)#line console 0

LA-2950(config-Line)#password consolepass

LA-2950 (config-Line) #login

LA-2950(config-Line)fexat

LA-2950 (config)#exit

LA-2950#

%5Y5-5-CONFIG_I: Configured from console by console

LA-2950#show_running-config
Building configuration...

Current configuration : 1845 bytes

hostname LA-2950

Line con 0

password consolepass
Togin

line vty 0 4
password Cisco
Togin

end

LA-2050#

Copy.

Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z
LA-2950 (config)#line vty 0 15

LA-2950(config-Line)#password vtypass

LA-2950 (config-Line) #login

LA-2950(config-Line)fexat

LA-2950 (config)#exit

LA-2950#

%5Y5-5-CONFIG_I: Configured from console by console

LA-2950#show_running-config
Building configuration...
Line con 0

password consolepass
Togin

line vty 0 4

password vtypass

Togin

line vty 5 15

password vtypass

Togin

end

LA-2050#

Copy | [[Paste.

ol
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LA-2950>enable

LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#enable secret enabpass
LA-2950(config)#enable password CCNA

LA-2950 (config)#exit

LA-2950#

%5Y5-5-CONFIG_I: Configured from console by console

LA-2950#show_running-config

Building configuration...

enable secret S SISMERrShxSrVt7rPNOSAugbXKX7mo
enable password CCNA

hostname LA-2950

boot-start-marker

boot -end-marker

end

LA-2050#

Copy.

Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950(config)#interface fastethernet 0/1
LA-2950(config-if ) #duplex auto

LA-2950(config-if)#speed auto

LA-2950(config-if)#no shutdown

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEtherneto/l,
changed state to up

LA-2950(config-if ) #exit
LA-2950 (config)#exit
LA-2950#

LA-2950#show interfaces fastethernet 0/1
FastEtherneto/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0017.e091.b781
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Loopback not set
Full-duplex, 100Mb/s, media type is 100BaseTX
Keepalive set (10 sec)

LA-2050#

Copy.

Paste.

ol
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Switch>enable
Switchitconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Suitch(config)#hostnane LA-2950

LA-2950 (config)#enable secret CCNA

LA-2950(config)#line console 0

LA-2950(config-Line)#password consolepass

LA-2950 (config-Line) #login

LA-2950 (config-Line)fexat

LA-2950(config)#line vty 0 15

LA-2950(config-Line)#password vtypass

LA-2950 (config-Line) #login

LA-2950(config-Line)fexat

LA-2950 (config)#interface vian 1

LA-2950 (config-1f )#ip address 10.10.1.2 255.255.255.0
LA-2950(config-if)#no shutdown

SLINK-5-CHANGED: Interface Vlanl, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

LA-2950 (config-if ) #exit
LA-2950(config)#ip default-gateway 10.10.1.1
LA-2950 (config)#exit

LA-2950#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[0K]

LA-2950#

Copy.

Paste.

ol
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LA-2950>enable

LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950(config)#interface fastethernet 0/1

LA-2950 (config-if )#description Connected to Workstation WSl
LA-2950(config-if)#duplex full

LA-2950 (config-if)#speed 100

LA-2950(config-if)#no shutdown

LA-2950(config-if)#exit

LA-2950 (config)#exit

LA-2950#

LA-2956#show interface status

Port Name status Vlan Duplex Speed Type

Fa0/l  Connected to WS1 connected 1  full 100  10/100BaseTX
Fag/2 notconnect 1 auto auto  10/1@@BaseTX
Fa@/3 notconnect 1 auto auto  10/1@@BaseTX
Fag/4 notconnect 1 auto auto  10/1@@BaseTX
LA-2950#

Copy | [[Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#ip domain-name cisco.com
LA-2950(config)#crypto key generate rsa modulus 1024

The name for the keys will be: LA-2950.cisco.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable. ..
[0K] (elapsed time was 3 seconds)

LA-2950 (config)#ip ssh version 2
LA-2950(config)#ip ssh authentication-retries 3
LA-2950(config)#usernane adnin privilege 15 secret adminpass
LA-2950(config)#line vty 0 15

LA-2950 (config-Line)#transport input ssh

LA-2950 (config-Line)#login local

LA-2950(config-Line)fexat

LA-2950 (config)#exit

LA-2950#

LA-2950#show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retrie

LA-2050#

Copy.

Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line.
LA-2950 (config)#spanning-tree vian 1
LA-2950(config)#no spanning-tree vian 1
LA-2950 (config)#spanning-tree vian 1
LA-2950 (config)#exit

LA-2950#

LA-2950#show spanning-tree vian 1

128.3

Fa0/3

VLANO0OL
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  0017.e091.b780
This bridge is the root
Hello Tine 2 sec Max Age 20 sec
Bridge ID Priority 32769
Address  0017.e091.b780
Hello Tine 2 sec Max Age 20 sec
Aging Time 300 sec
Interface Role Sts Cost

End with CNTL/Z.

Forvard Delay 15 sec

(priority 32768 sys-id-ext 1)

Forvard Delay 15 sec

Prio.Nbr Type

p2p

Fa0/8 128.8  p2p
LA-2050#
Copy | [Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#spanning-tree vlan 1 root primary

LA-2950 (config)#exit

LA-2950#

LA-2950#show spanning-tree vian 1

VLANO0OL
Spanning tree enabled protocol ieee
Root ID  Priority 24577
Address  0017.e091.b780
This bridge is the root
Hello Tine 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address  0017.e091.b780
Hello Tine 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

Fa0/3 Desg FiD 19 128.3  p2p

Fa0/4 Desg FWD 19 128.4  Pp
Fa0/8 Desg FWD 19 128.8  Pp
Fao/14 Desg FWD 19 128.14 PP
Fao/18 Desg FWD 19 128.18 P2p
LA-2950#
Copy_| [Paste

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950(config)#interface fastethernet 0/1
LA-2950(config-if)#spanning-tree vlan 1 port-priority 64
LA-2950(config-if)#exit

LA-2950 (config)#exit

LA-2950#

LA-2950#show spanning-tree interface fastethernet 0/1

Vlan Role Sts Cost Prio.Nbr Type

VLANGBOL Desg FWD 19 64.1 p2p

LA-2950#show spanning-tree vian 1

VLANO0OL
Spanning tree enabled protocol ieee
Root ID  Priority 24577

This bridge is the root

Interface Role Sts Cost Prio.Nbr Type

Fao/1

P2p
Fa0/3 P2p
Fa0/8 P2p
LA-2950#
Copy_| [Paste

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line.
LA-2950 (config)#spanning-tree vlan 1 priority
LA-2950 (config)#exit

LA-2950#

LA-2950#show spanning-tree vian 1

VLANO0OL
Spanning tree enabled protocol ieee
Root ID  Priority 4097
Address  0017.e091.b780
This bridge is the root
Hello Tine 2 sec Max Age 20 s
Bridge ID Priority 4097 (priority 4096
Address  0017.e091.b780
Hello Tine 2 sec Max Age 20 s
Aging Time 300 sec
Interface Role Sts Cost Prio.N

128.3

Fao/3

End with CNTL/Z.
4096

ec Forward Delay 15 sec
sys-id-ext 1)

ec Forward Delay 15 sec

br Type

p2p

Fao/1a Desg FiD 19 12814 P2p
LA-2050#
Copy | [Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#spanning-tree vlan 1 hello-time 3

LA-2950 (config)#spanning-tree vlan 1 max-age 25

LA-2950 (config)#spanning-tree vlan 1 forward-tine 18

LA-2950 (config)#exit

LA-2950#

LA-2950#show spanning-tree vian 1

VLANO0OL
Spanning tree enabled protocol ieee
Root ID  Priority 4097
Address  0017.e091.b780
This bridge is the root
Hello Tine 3 sec Max Age 25 sec Forward Delay 18 sec

Bridge ID Priority 4097 (priority 409 sys-id-ext 1)
Address  0017.e091.b780
Hello Tine 3 sec Max Age 25 sec Forward Delay 18 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

128.3  P2p

Fao/3

Fao/1a Desg FiD 19 12814 P2p
LA-2050#
Copy | [Paste.

ol
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LA-2050#show spanning-tree

24577
0017.€091.b780

is the root

2 sec Max Age 20 sec

24577 (priority 24576
0017.2091.b780

2 sec Max Age 20 sec
300 sec

VLANO0OL
Spanning tree enabled protocol ieee
Root ID  Priority

Address.

This bridge

Hello Time
Bridge ID Priority
Address

Hello Time

Aging Tine

Interface Role

Fa0/3
Fa0/a
Fao/8
Fa0/12
Fa0/14
Fa0/18

Desg
Desg
Desg
Desg
Desg
Desg

sts Cost Prio.Nbr

FwD 19 128.

3
FwD 19 128.4
FwD 19 128.8
FwD 19 128.12
FwD 19 128.14
FuD 19 128.18

LA-2050#show spanning-tree summary

Switch is in pust mo

Root bridge for: VLANGGOL

de

Etherchannel misconfiguration guard is enabled

Extended system ID

LA-2050#

is enabled

Forvard Delay 15 sec
sys-id-ext 1)

Forvard Delay 15 sec

Type
p2p
p2p
p2p
p2p
p2p
p2p

Copy.

Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#interface vian 1

LA-2950 (config-1f )#ip address 10.10.1.2 255.255.255.0
LA-2950(config-if)#no shutdown

SLINK-5-CHANGED: Interface Vlanl, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

LA-2950 (config-if ) #exit
LA-2950(config)#ip default-gateway 10.10.1.1
LA-2950(conf ig)#end

LA-2950#

%5Y5-5-CONFIG_I: Configured from console by console

LA-2950#show_running-config
Building configuration...
interface Vlanl
ip address 10.10.1.2 255.255.255.0
ip default-gateway 10.10.1.1
LA-2950#show interface vian 1
Vlanl is up, line protocol is up
Internet address is 10.10.1.2/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

LA-2050#

Copy.

Paste.

ol
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NY-2960>enable
Password:Cisco

NY-2960#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.

NY-2960 (config)#interface fastethernet 0/1

NY-2960 (config-if)#switchport mode access

NY-2960 (config-if)#switchport port-security

NY-2960 (config-if)#switchport port-security maximum 5

NY-2960 (config-if)#switchport port-security violation shutdown
NY-2960 (config-if )#switchport port-security mac-address 2222.3333.4444
NY-2960 (config-if)#switchport port-security mac-address sticky
NY-2960 (config-if)#end

NY-2960#

%5Y5-5-CONFIG_I: Configured from console by console

NY-2060#show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(count) (count) (Count)

Fao/1 s 2 o shutdown

Total Addresses in System (excluding one mac per port)
Max Addresses linit in System (excluding one mac per port)

NY-2060#

Copy | [[Paste.

ol
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NY-2960#show port-security interface fastethernet 0/1

Port Security : Enabled
Port Status : Secure-up
Violation Mode : shutdown
Aging Tine : 0 mins
Aging Type Absolute
Securestatic Address Aging : Disabled
Maxinun MAC Addresses 5

Total MAC Addresses 2

Configured MAC Addresses @ 1

Sticky MAC Addresses 1
Last Source Address:Vlan : 001b.d43f.sbaf:1
Security Violation Count : 0

NY-2060#

Copy.

Paste.

ol
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Port Name
Fa0/1  To Wsl
Fa0/2

Fa0/3

Fao/a

Fao/14

Mac Address

LA-2956#show interfaces status

status Vlan Duplex
connected 1 full
notconnect 1 auto
connected 10 auto
err-disabled 1 auto
connected  trunk full

LA-2956#show mac address-table

Table

Speed
100
auto
auto
auto
100

Type
10/100BaseTX
10/100BaseTx
10/100BaseTx
10/100BaseTx
10/100BaseTX

Vlan  Mac Address Type

0017.c091.b781  DYNAMIC.

001b.d43f.1234  DYNAMIC
LA-2950# .
Copy_|[Paste
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#interface fastethernet 0/14

LA-2950 (config-if ) #switchport mode trunk

LA-2950 (config-if )#switchport trunk allowed vlan 1,10,20,30
LA-2950 (config-if ) #switchport trunk native vlan 1
LA-2950(config-if ) #exit

LA-2950 (config)#exit

LA-2950#

LA-2956#show interfaces trunk

Port Hode Encapsulation Status  Native vlan
Fa0/14 on 802.1q trunking 1
Port Vlans allowed on trunk
Fa0/14 1,1e,20,30
Port Vlans allowed and active in management domain
Fa0/14 1,1e,20,30
Port Vlans in spanning tree forvarding state and not pruned
Fa0/14 1,1e,20,30
LA-2950#
Copy_|[Paste
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950(config)#vlan 10

LA-2950(config-vian)#name SALES

LA-2950(config-vian)dexit

LA-2950(config)#vlan 20

LA-2950 (config-vian)#nane ENGINEERING
LA-2950(config-vian)fexit

LA-2950(config)#no vian 30

LA-2950 (config)#exit

LA-2950#

LA-2956#show vlan brief

VLAN Name status  Ports

default active  Fa0/2, Fa0/5, Fa0/6, Fa0/7

Fad/9, Fa0/10, Fa@/11

10 sALEs active  Fa0/3

20 ENGINEERING active  Fa0/4

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

LA-2950#

Copy | [[Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950 (config)#vtp domain CCNA_DOMAIN

Changing VTP domain name from NULL to CCNA_DOMAIN
LA-2950(config)#vp mode server

Device mode already VTP Server for VLANS.
LA-2950(config)#vip password ciscol23

Setting device VTP password to ciscol2

LA-2950(config)#vip version 2

LA-2950 (config)#exit

LA-2950#

LA-2950#show vtp status
VTP Version capable
VTP version rumning
VTP Domain Name

t1to3
2
CCNA_DOMATN

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device I : 0017.¢091.b780

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00

Feature VLAN:

VTP Operating Mode : server
Maxinun VLANs supported locally : 255
Nunber of existing VLANs 7
Configuration Revision i3
LA-2950#
Copy_|[Paste
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NY-2960>enable
NY-2960#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
NY-2960 (config)#vtp domain CCNA_DOMAIN

Changing VTP domain name from NULL to CCNA_DOMAIN

NY-2960 (config)#vip mode client

Setting device to VTP CLIENT mode.

NY-2960 (config)#vip password ciscol23

NY-2960 (config)#exit

NY-2960#

NY-2060#show vtp status

VTP Domain Name * CCNA_DOMAIN

VTP Operating Mode Client
Configuration Revision 3

Number of existing VLANs 17

NY-2960#show vlan brief

VLAN Name Status  Ports

1 default active  Fa0/2, Fa0/5, Fa0/6, Fa0/9

10 sALEs active  Fa0/22
20 ENGINEERING active  Fa0/18
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
NY-2960#
Copy_|[Paste

ol
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NY-2960 (config)#vtp domain WRONG_DOMAIN
Changing VTP domain name from CCNA_DOMAIN to WRONG_DOMAIN
NY-2960#show vlan brief

VLAN Name status  Ports

(VLANs 10, 20 NOT propagated - domain mismatch!)
--- Correcting the domain name ---

NY-2960 (config)#vtp domain CCNA_DOMAIN
Changing VTP domain name from WRONG_DOMAIN to CCNA_DOMAIN
NY-2960#show vtp status

VTP Domain Nane : CCNA_DOMATN

VTP Operating Mode : Client

NY-2960#show vlan brief

VLAN Name status  Ports

default active  Fa0/1, Fa0/2, Fa0/5

1 default active  Fa0/2, Fa0/5, Fa0/6

10 SALES active  Fa0/22
20 ENGINEERING active  Fa0/18
NY-2060#

Copy | [[Paste.

ol
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LA-2950#show interfaces fastethernet 0/14 switchport
Name: Fa®/14

Suitchport: Enabled

Adninistrative Mode: dynamic desirable

Operational Mode: static access

Adninistrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunk NOT formed - fixing configuration

LA-2950 (config)#interface fastethernet 0/14
LA-2950 (config-if ) #switchport mode trunk

LA-2950 (config-if)#switchport trunk native vlan 1
LA-2950 (config-if)#suitchport trunk allowed vian all
LA-2950 (config-if ) #exit

LA-2950#show interfaces trunk

Port Hode Encapsulation Status  Native vlan
Fa0/14 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/14 1-4094

LA-2950#

Copy.

Paste.

ol
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LA-2950>enable
LA-2950#configure terninal

Enter configuration commands, one per line. End with CNTL/Z.
LA-2950(config)#vlan 10

LA-2950(config-vian)#name SALES

LA-2950(config-vian)dexit

LA-2950(config)#vlan 20

LA-2950 (config-vian)#nane ENGINEERING
LA-2950(config-vian)dexit

LA-2950 (config)#interface fastethernet 0/3

LA-2950 (config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 10
LA-2950(config-if ) #exit

LA-2950(config)#interface fastethernet 0/8

LA-2950 (config-if)#switchport mode access
LA-2950(config-if)#switchport access vlan 20
LA-2950(config-if ) #exit

LA-2950 (config)#exit

LA-2950#

LA-2956#show vlan brief

VLAN Name status  Ports

1 default active  Fa0/1, Fa0/2, Fa0/4, Fa0/s

10 SALES active  Fa0/3
20 ENGINEERING active  Fa0/8
LA-2050#

Copy | [[Paste.

ol
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--- On LA-2950 (VTP Server) ---
LA-2950 (config)#vip domain CCNA

Changing VTP domain name from NULL to CCNA
LA-2950(config)#vp mode server

Device mode already VTP Server for VLANS.
LA-2950(config)#vip password cisco
LA-2950(config)#vlan 10
LA-2950(config-vian)#name SALES
LA-2950(config-vian)dexit
LA-2950(config)#vlan 20

LA-2950 (config-vian)#nane ENGINEERING
LA-2950(config-vian)dexit

0n NY-2060 (VTP Client) ---
NY-2960 (config)#vp domain CCNA
NY-2960 (config)#vip mode client
Setting device to VTP CLIENT mode.
NY-2960 (config)#vip password cisco
NY-2960 (config)#exit

NY-2960#show van brief

VLAN Name status  Ports

1 default active  Fa0/1, Fa0/2, Fa0/5

10 SALES active
20 ENGINEERING active
NY-2060#

Copy | [[Paste.

ol
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LA-2956#show interfaces trunk

Port Hode Encapsulation Status  Native vlan
Fa0/14 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/14 1-4094

Port Vlans allowed and active in management domain

Fa0/14 1,10,20

Port Vlans in spanning tree forvarding state and not pruned
Fa0/14 1,10,20

LA-2956#show vlan brief

VLAN Name status  Ports

1 default active  Fa0/2, Fa0/5, Fa0/6, Fa0/7

10  SALES active Fad/1, Fab/2, Fa0/3, Fa0/4
20 ENGINEERING active Fa0/8, Fad/9

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

LA-2950#

Copy | [[Paste.

ol
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NY>enable
NY#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
NY(config)#interface fastethernet 0/0

NY(config-1if)#no shutdown

NY(config-if)#exit

NY(config)#interface fastethernet 0/0.10

NY (config-subif)#encapsulation dotlq 10

NY(config-subif)#ip address 10.10.1.1 255.255.255.0

NY (config-subif)#exit

NY(config)#interface fastethernet 0/0.20

NY (config-subif)#encapsulation dotlq 20

NY(config-subif)#ip address 10.10.2.1 255.255.255.0

NY (config-subif)#exit

NY(config)#exit

NY#

Ny#show ip route
Codes: C - connected, S - static, R - RIP

€ 10.10.1.0/24 is directly comected, FastEthernet0/0.10
€ 10.10.2.0/24 is directly comected, FastEthernet0/0.20

NY#show ip interface brief

Interface TP-Address OK? Method Status  Protocol
FastEtherneto/0 unassigned YES unset up w
FastEthernet0/0.10  10.10.1.1 YES manual up w
FastEthernet0/0.20  10.10.2.1 YES manual up w
NY#
Copy_|[Paste
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Press RETURN to get started!

Routerenable
Password:CCNA
LA-2950>
LA-2956>enable
LA-2950#

Copy.

Paste.

ol





